E-mail Security:  Threats and Prevention

A chat with Brian Keefer
1. Content

1.1. Virii

1.1.1. A-V has near total market penetration, yet malware has a window to do significant damage between signature updates

1.1.1.1.  Implement layered defenses:  Multiple vendors, multiple choke points, multiple techniques (use intelligent file type detection and stripping)

1.2. Worms

1.2.1. Becoming more intelligent at propagating themselves

1.2.2. Built-in SMTP daemons & clients "all the rage"

1.2.2.1.  Examine egress traffic for anomalies

1.2.2.2.  Implement "default deny" for outbound as well as inbound & use proxies

1.2.3. Spoofing address book entries as the From: address

1.2.3.1.  User education

1.2.3.2.  Before you accuse, make sure you have the right target

1.2.4. Line between spammers and crackers blurring, worms being written to facilitate spam

1.2.5. DDoS'ing RBL sites

1.2.5.1. Don't rely on one anti-spam technology, diversify and distribute

1.2.6. Running "spambot zombies"

1.2.6.1.  Pay attention to IDS sensors and make sure they're up to date

1.2.6.2.  Scan for "odd" open ports on workstation networks

1.3. Spam

1.3.1. Despite all efforts, spam is rising meteorically; tougher tools mean more volume

1.3.1.1.  Deploy holistic solutions, consolidate tasks where possible, look for automation and intelligence

1.3.1.2.  Explore non-traditional responses:  Greylisting, honeypots, ?

1.3.2. Spam will continue to have a cost associated, even if it's the cost to mitigate spam; consider the total cost of a solution, including man-hours of labor

1.3.2.1.  Evaluate if home-grown solutions make sense

1.3.2.2.  Consider the level of administrative resources your organization will accept

1.3.2.3.  Is deferring administration to users OK? (end-user administration)

1.4. Offensive content

1.4.1. "Hostile workplace environment" and distraction factor

1.4.1.1.  Must have a mandate and HR should drive policy

1.4.1.2.  Don't make arbitrary decisions when possible

1.4.2. Facilitator for harassment/stalking

1.4.2.1.  Make sure tools are available to collect evidence if necessary
1.5. Proprietary content

1.5.1. Leaks in trade secrets/IP, confidential financial or medical data

1.5.1.1.  Deploy targeted and tuned content filters

1.5.1.2.  Investigate DRM solutions

1.6. Content obfuscation

1.6.1. HTML tricks

1.6.1.1.  Deploy filtering software with intelligence to render HTML messages and filter on their tags

1.6.1.2.  Strip or defang Mobile Code
1.6.2. MIME boundary manipulation

1.6.2.1.  Use SMTP gateway with configurable handling of MIME parse failures

1.7. Social engineering

1.7.1. Soliciting responses, such as "address book managers"

1.7.1.1.  User education

2. Network

2.1. DDoS

2.1.1. E-mail is mission-critical and a DDoS can create a significant disruption of business

2.1.1.1.  Have a DDoS game-plan with service provider--run drills if possible

2.1.1.2.  Deploy intelligent SMTP gateways that defend themselves

2.2. "Joe Job'ing"

2.2.1. Reflection attacks

2.2.1.1.  Bulk signature detection

2.2.1.2.  Examine commonalities in reflected messages for filtering criteria

2.2.1.3.  Alert management so they can initiate any necessary public statements

2.3. Rogue Mail eXchangers

2.3.1. Unsecured SMTP hosts on the perimeter

2.3.1.1.  Make sure all advertised MXs are protected

2.3.1.2.  Scan Internet face for SMTP banners

2.3.1.3.  Protect internal SMTP hosts against WLAN (no drive-by spamming)

2.4. Address harvesting

2.4.1. Mailing lists for free

2.4.1.1.  Disable NDRs (not RFC-compliant)

2.4.1.2.  Implement intelligent address harvesting detection

2.5. Sniffing plain text

2.5.1. Traditional Network sniffing

2.5.1.1. Encrypt payload and/or session

2.6.1. WLAN/WiFi

2.6.1.1.  Careful deployment (use some type of network segmentation or separation)

2.6.1.2. Payload and/or session encryption

3. Physical

3.1. Shoulder surfing

3.1.1. At work

3.1.1.1.  User education, physical restrictions to areas with "need to know"

3.1.2. "Outside" (cafes, conferences, mass-transit)

3.1.2.1.  User education

3.2. Kiosk reuse
3.2.1. Public terminals in airports, cafes, libraries

3.2.1.1.  Have a policy

3.2.1.2.  Consider these factors when deploying externally visible resources

3.2.1.3.  User education
